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OrnaBjieHue

...UépHOKOXK (Mii/ast)?

...MycyinbMmaH(MH/Ka)?

...ATeuct/ka?

...He reTepocekcyajbHbI UM HE HUCTE€HIEePHbI?
...deJI0OBeK ¢ MaTKO¥?

...AKTHBUCT/Ka?

...Hourkomdopmuct/ka?
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...deJjI0BeK ¢ MY;KCKUM I'eHJJepoM B JOKyMeHTax?
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...I'paxmaH(MH/Ka) rocygapcTBa?

..JemoBek?

3axkioueHue
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tl;dr: OTcyTcTBME MPUBATHOCTU YIPOXKAET CEKCYa/IbHBIM, PACOBBIM, HALIMOHA/Ib-
HBIM MEHBIIMHCTBAM, JKeHIIMHAM, MYy;KYMHAM, HEOMHAPHBIM, aT€MCTaM, aKTH-
BUCT(K)aM, 6eTHbIM, MHBAJIMUIAM, IIKOJIbHM(KaM/IIaM), IIPeICTaBUTEe/ISIM COIIM-
aJIbHBIX MIpodeccuii, TI0ObIM ITOKYIIATe/ISIM, YeJIOBEKY B IIeJIOM U Ja’ke IeMOKpa-
TUNA.



...UepHOKOK(mit/as)?

Komrmanmus Palentir, 3aHumarorasicst pa3pab0TKO# MCKYCCTBEHHOT'O MHTEJIEKTa, ITPofa-
eT JaHHbIe YIIPEeXIAIoIero HadmoaeHus noanuym Jloc-AHIKeneca, YTo0bI MCIIOIb30BATh
IOPOSKHbIE KaMe sl IS LieJIeHalpaBJIeHHOI0 pacoBOro MpoguInMpoBaHus (06bICKA UC-
KITIOUUTETbHO YePHOKOXKMX JIJIs TPeBeHTUMBHOIO pacciefoBaHus rpectymennii)!. Ecim
BbI y4acTBOBaJM B rpoTectax BLM, ®CB Takske rpy6o IpeBbIIIaeT CBOM IIOJTHOMOYMS paay
C/IeXKM 33 BaMM2.

! https://theintercept.com/202 1/01/30/1apd-palantir-data-driven-policing/

2 https://www.politico.com/news/2023/05/19/fbi-surveillance-black-lives-matter-protesters-00097924



...MycyapMmaH(MH/Ka)?

Salaat First, mpuioskeHue, HaITOMMHalOIee MyCyJibMaHaM O BpeMeH MOJIUTBBI, TTPO-
JaeT moyib3oBaTenbckue naHHbeie @BP 1 ICE, 4TOOBI IOCTOSIHHO OTC/IEKMBATH MECTOIIOJIO-
KeHMe nonb3oBareneiil. [Ipu aToM B I'yaHTaHaMO MITAIOT 3aK/TIOUEHHBIX MyCY/IbMaH 6e3

cyzia U CenCcTBUsIZ,

! https://www.theguardian.com/us-news/2020/dec/03/aclu-seeks-release-records-data-us-collected-
via-muslim-app-used-millions

2 https://www.npr.org/2019/11/14/778944195/a-legacy-of-torture-is-preventing-trials-at-guant-namo



...ATeucrt/ka?

EBaHre/mmMcThl Havaau UCIO0/Ib30BaTh LIM(PPOBOe HAGMIOAEeHEe, UTOObI BhIC/IEXKUBATD,
I7le KMBYT “ellé HeoOpallleHHble” B XpUCTUAHCTBO! .

! https://newrepublic.com/article/179397/evangelical-app-targeting-immigrants-surveillance



...He rerepocekcyajibHbl Wi HE
IIVICTeHOePHBbI?

Grindr mpogaeT JaHHbIe O MeCTOHAXOKIeH!Y M0/Ib30BaTeNleli! : IpogaHHble JaHHbIe
VCII0/Ib30BAJINCh [IJIs1 YBOJIbHEHUS cBsieHHNKOB-TeeB2. [To manHbiM New York Post, onu
“TI03BOJISIM HEU3BECTHBIM TPEThUM JIMIIaM Y3HaBaTh KOHQUAEHIIMATbHYI0 MHGOPMALIUIO
0 T0JIb30BaTEJISIX, B TOM YMCJIE O TOM, C K€M OHM BCTPEUAIOTCS, I SKUBYT U paboTaloT, IIe
IIPOBOJISIT CBOGOIHOE BpeMsi”>.

Bnamenbiipl Grind mocrenHo BbICTaBWIM CEPBUC Ha MTPOIasKy, KOrJla pacKpbLIOCh, YTO
OH COOMpaeT ellé ¥ MeIUIIMHCKIME JaHHbIe TT0JIb30BaTeNIei U AeISITCSI MU C APYTUMM
KOoMITaHusIMM* (Bamy mep. maHHbie cTOAT B 10-40 pa3 moposke JaHHBIX Ballleli KpeaUTHOM
KapThl°). Jla/ieKo He BceM TPAaHCIeHIe PHBIM, He6MHAPHBIM MM MHTEePCeKC-TMIHOCTSIM
XOTeJI0Ch 6bI XO0OUTh € Tabnmnukoit "MOU TEHETAJIM HE COOTBETCTBVIOT TEHJIEPY”
Ha I'Pyau, HO OTCYTCTBME IIPUBATHOCTY JAET BAM MUMEHHO 3TO.

PackpbIBas Ballly MIeHTUYHOCTb KOMY ITOTIAJIO, BbI CTAaBUTE CBOIO CBOGOMY (€C/M ObITh
He-LMCreTepo HeeraJibHO B Balllel CTpaHe) U JKMU3Hb IO, YTPO3y.

! https://www.vox.com/technology/2023/6/16/23762403/data-odni-report-wyden

% https://www.vox.com/recode/22587248/grindr-app-location-data-outed-priest-jeffrey-burrill-pillar-
data-harvesting

3 https://nypost.com/2022/05/02/grindr-sold-data-about-users-precise-locations-for-years-report/

4 https://www.theguardian.com/technology/2018/apr/03/grindr-shared-information-about-users-hiv-
status-with-third-parties

> https://www.cyberpolicy.com/cybersecurity-education/why-medical-records-are-10-times-more-
valuable-than-credit-card-info



...JdeJIoBeK ¢ MaTKomn?

OTrutexknBaHMe MOOMIbHOJ I'e0IOKALVY VICIIONb3YeTCs IPYIIaMy TPOTHUB ab6opToB. Liu-
tarta u3 Politico: "OgHa peknaMHast bupma xBacTtanach B 2015 romy, 4To MOKET “TIOMETUTH
BCce cMapTQOHbI, BXOAsIIMe U BbhIxomsimue u3 nouryu 700 knmuuuk Planned Parenthood”!.
ITpu sToM Ha 2022 1. 40% cTpaH MMpa UMeIU PUAMNIECKYI0O OTBETCTBEHHOCTD 34 IMPO-
BefleHMe abopra 6e3 KpaiiHe cnenuduueckux npuuuH2. He cToUT Takke 3a6bIBaTh, 4TO
MPOTUBHM(KI/1bI) 800PTOB OUeHb BOMHCTBEHHO HACTPOEHBI: CYIECTBYET HEMaJIO HaCUITMSI

Y1 Jake Teppopyu3Ma IIPOTUB IPOBOASAILIMX U COBepLIAIONIMX a60pThIS 4,

1 https://www.politico.com/news/2024/02/13/planned-parenthood-location-track-abortion-ads-
00141172

2»As of 2022, countries that legally allow abortion on request or for socioeconomic reasons comprise
about 60% of the world’s population”, https://en.wikipedia.org/wiki/Abortion_law

3 https://en.wikipedia.org/wiki/Anti-abortion_violence

4 https://www.justice.gov/crt/recent-cases-violence-against-reproductive-health-care-providers



...AKTUBUCT/KaA?

Google nepenmasn MHAUIACKON MOAULIVY JaHHbIe 21-/TeTHel KIMMaTUUYeCKO aKTUBUCT-
K1, KoTopast Habupasa B Google Docs nHbopMaimio o pepMepckux Imporectax (0OKasaaach
apecroBaHa)!. Protonmail mepepan saHHbIe 9KoaKTMBMCTa* OpaHIly3CKOi TOMMIMM (OKa-
sasicsi apecroBaH)?. Facebook, Instagram u X (Twitter) mpegocTaB/IoOT AOCTYII K JaHHbIM
IUTSI CJIEKKY 32 aKTUBMCTaMU (B OCOOEHHOCTY He GesIbIMI) — HEKOTOPbIE M3 HUX He 0TKa3a-
J1aCh OT COTPYIHMUECTBA Jake Ioc/Ie pa3o6nadeHns’. Haimm npaBuTenbCTBa Takke KpaiiHe
3aMHTEPECOBaHbI B IPeOTBPAIlleHMM TPOTECTOB ellé A0 TOTO, KAK OHU MTPOU30MAYT.

! https://www.indiatoday.in/technology/news/story/disha-ravi-arrest-puts-privacy-of-all-google-india-
users-in-doubt-1769772-2021-02-16

% https://proton.me/blog/climate-activist-arrest — amo He o6s3amenvHo o3nauaem, umo ProtonMail
Oelicmeosa 3/10HAMEPEHHO: CepBUC Pe2YIAPHO 8blUzPbIeaAE MHOXECME0 Y008 NPOMUE PACKPbIMUSL OAHHBIX
103epo(8/K); M0 3HAUUM, UMO UCNO0b308aHUs1 ProtonMail 6bL10 HedoCmamouHo NPpUeamHsiM (8 KOHKPEMHOM
cnyuae — 6e3 VPN/SPN/TOR). He cmoum dogepsimb 80U OaHHble HUKAKUM KOMNAHUSIM, 0axe «<XOPoulum».

% https://www.aclunc.org/blog/facebook-instagram-and-twitter-provided-data-access-surveillance-
product-marketed-target
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...Hourkomdopmucr/ka?

Hamnpumep, eciii Bl KOHCEpBATOP/Ka, BbI MOXKETe 0Ka3aThbCsl M0, CallOrOM LIeH3YPhbI:
kommanus Gotcha SEO mpoena uccinegoBanye 50 mpoTuBopeunBbIX (OCTPhIX”) IIOUCKO-
BbIX 3a11pocoB B Google 1 06HapyskmiIa, UTO TOMBKO 5 % Pe3yabTaTOB OTHOCSITCS KOHCEP-
BaTMBHBIM CajiiTaM, [0 cpaBHeHMIO ¢ 31,8 % neBbIX 1 63,8 % HeiiTpanbHbIX 2. [To MoeMy
JIMYHOMY OTIBITY (OCOOEHHO OILTYTUIOCHh B XO/Ie HaIlMCaHusI 3Toi ctatbu), Google, Bing u
Mpoyne MOMCKOBUKY OT KPYITHbIX KOMIIaHui (B CpaBHEeHWM ¢, HarTpuMep, Brave Search)
TaKke HEXOTS BbIIAIOT Pe3YyIbTaThl HA TEMY TOTO, KaK KPYITHbIE KOMITAaHUY MTPOJAIOT BaIlln

JINYHbIE JaHHbIe.

! https://www.gotchseo.com/google-biased/

2 Google BOOOIIe MPOBOAMT HeMajo IEH3yphl B CBOMX cepBucax: https://en.wikipedia.org/wiki/
Censorship_by_Google
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...Kutra(saka/emr)?

B 2019 romy YouTube 6b11 IOiiMaH Ha aBTOMAaTUYECKOM YIaJIeHUY KOMMEHTapueB, CO-
nepskaBIIx 4To-1160 mpo 50 Cent (Party)” (kutaiickast “dabpymka Tposieii” — KOMaHIbl
Jofielt, HamoMHSIIoNe KOMMEeHTapuu COIl. CeTeil MPOroCcyiapCTBEHHbBIMU MHEHUSIMMU 32
He6onbIIyIo onary)!, unu o6BuHeHns Kuraiickoit KoOMMyHUCTMYeCKOI TApTUy B 6aHIM-
tusme?. A emé Tik Tok KpazmeT JaHHbIe BallMX AeTeil ¥ IpoJaeT UX BalleMy (KUTaiiCKOMY)
IIPaBUTENbCTBY>. A emmé Google paspabaTbiBaeT crielya/bHbIii 3a1[eH3ypPUPOBaHHBbII I10-
VICKOBUK CIIelajbHo ayist Kuras?,

! https://www.taiwannews.com.tw/en/news/3933777

% https://www.theverge.com/2020/5/26/21270290/youtube-deleting-comments-censorship-chinese-
communist-party-ccp

3 https://www.npr.org/2020/08/04/898836158/class-action-lawsuit-claims-tiktok-steals-kids-data-and-
sends-it-to-china

4 https://www.nytimes.com/2018/08/16/technology/google-employees-protest-search-censored-
china.html
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...Jdej10BeK ¢ MY;KCKMM IeHIepoM B
OOKYMEHTax?

Ecnu B Bameit crpaHe eCTb BOMHCKUI MPU3BIB, C TTOAABJISIONIMM IIAHCOM OH OyzeT 00s1-
3aTesleH TONbKO JJIS1 MY>KUMH! (3TO — AMCKpUMMHALMs). UTO6bI OTIIPaBUTh BaC B apPMIIO
VIV Ha BOJiHY, Bac 6YAyT OTC/IEXMBATD 110 TeedoHy, epeIBVKeHII0 aBTOMobwIei?, Ka-
MepaM C pacrio3HaBaHUSIM JIMIL> ¥ TPod. YKIOHEeHe — HaKa3blBaeTcsl, BIVIOTD 10 TIOPbMBI

VI HapyIIeHus TIpaB yeoBeka.

! https://ru.wikipedia.org/wiki/%D0%92%D0%BE%D0%B8%D0%BD%D1%81%D0%BA%D0%B0%D1%8F_%D0%BE%D0%B.

% https://focus.ua/voennye-novosti/626982-ot-doprosov-do-operativnyh-meropriyatij-v-nacpolicii-
rasskazali-o-poiske-uklonistov

% https://www.bbc.com/russian/features-63346138

4 https://www.rbc.ua/ukr/styler/k-zaraz-karayut-uhilyantiv-vid-mobilizatsiyi- 1707820307.html

> https://www.mrarchivist.com/results/entry/4591/; 3ampeT Ha rOJIOCOBaHMe IO IIPUUMHE TOTO, YTO

MY>KUMHa WM 4eJl0BeK C MY>KCKMM TeH/IepoM B IOKyMeHTaX He BCTajl Ha BOEHHbIN yUeT, TPOTUBOPEUUT
cratbe 21 Beceobmeit exnapaiium [IpaB Yenosexka.
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...AHapxuct/Ka?

Google Maps aKTMBHO CKPBIBAIOT JIIOObIE M300paskeHNsT TPOTECTOB U TaXKe TIJIOXUX
yenouii xusHu'. Google Ads u Play Market y61upaioT ONno3uLIMOHHbI KOHTEHT I10 3a-
IpocaM rocyfapcTsa (Hanpyumep, poccuiickoro)?®. YouTube akTMBHO 6/10KMpyeT KaHaJIbl U
BII€0, OCBEIIAOIIYIe KPUTHUKY ITPAaBUTEIbCTB, IPOTECTHI® MM FOCYJAPCTBEHHbIe IBITKI®
— 0c06eHHO B 6eIHbIX cTpaHax. (CM. TaKKe IMyHKT “aKTUBUCT/Ka?”.)

! https://www.nbcnews.com/id/wbna17880969

% https://www.rferl.org/a/google-reportedly-removes-navalny-ad-after-russian-government-complains/
29478844.html

% https://www.theguardian.com/world/2021/sep/17/apple-and-google-accused-of-political-censorship-
over-alexei-navalny-app

4 https://nordicmonitor.com/2023/09/google-youtube-accused-of-censoring-erdogan-critics/
> https://www.medianama.com/2024/02/223-youtube-blocks-videos-protests-job-aspirants-bihar/

® https://edition.cnn.com/2007/WORLD/meast/11/2 9/youtube.activist/
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...3a ITanecTuny?

Coupa/nbHble CeTy aKTUBHO 6JI0KMPYIOT IIPO-TIalleCTUHCKIE TOUKY 3peHus .

! https://www.aljazeera.com/features/2023/10/24/shadowbanning-are-social-media-giants-censoring-
pro-palestine-voices
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...l IMeeTe 0co000€e COCTOSTHME 310POBbSI?

ANTeKy nepejaloT Ballly MeAMLIMHCKMe JaHHbIeN MoAULMM 6e3 opepa Ha o6bick!.
Kaxk yske 6bUIO CKa3aHO, Ha YEPHOM pPbIHKE Balll MeJl. TaHHble cToST B 10-40 pa3 moposke
JaHHBIX Ballleii KpeoUTHO KapThiZ.

! https://thehill.com/business/4355894-pharmacies-sharing-medical-data-without-warrant/

2 https://www.cyberpolicy.com/cybersecurity-education/why-medical-records-are-10-times-more-
valuable-than-credit-card-info
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...Korga-im6o 4yTo-HMOyab MOKyMaan?

KanuTannsm — 3TO ofiHa 13 IVIaBHBIX OMACHOCTE Py MpoAake BalllMX JMUHBIX TaH-
HbIX. MHOTME KpyITHbIe KOMITAHMY UCIIONb3YIOT MHGOPMAIMIO O BaC, YTOOBI OLIEHUTH Balll
JOXOJI, IPOJaTh BaM TOBapbl, KOTOPbIe BaM Ha CaMOM Jejie He HyKHbI' 23, uny manumynm-

poBaTh lleHamMu*.

1. Hampumep, MHTEpHET-Mara3uHbl 3HAIOT, UTO JIFOAM C HU3KUM JIOXOJOM Yallle COBep-
IIIaI0T CPOYHbIE TTOKYIKY, II03TOMY OHM YCTaHABIMBAIOT JJ1s1 HUX O60jiee BbICOKME
1IeHbI ¥ OTMEHSIOT CKUAKM®.

2. Hekotopblie (hyHAHCOBbIE M CTPAaXOBble KOMITAHUY UCIIONb3YIOT COLIMATbHBIE TPa-
duku gns onpeneneHns MPOLEHTHBIX CTABOK M CTPAXOBBIX B3HOCOB. DTO YaCTO
3acTaBJIsieT Jofelt C HU3KUM IOXOI0M IJIATUTh O0JIbllle — NaHHbI (GeHOMeH 13Be-
CTeH KaK ”6eJHOCTb-ITpeMuym”’ .

3. Kommanus Orbitz HampaBiiseT rmoib3oBaTe(JIbHUIL/JIei) Mac B 60s1ee Joporue oTenu,
TIOCKOJIbKY OHM IIeperiauiBaloT 3a 37eKTpoHMKy Apple.8.

4. Komnanus Target BbICTaBJISIeT KAMEHT(K)aM 6ojiee BbICOKME I[€HbI, KOT/Ia OHU PuU3u-
YeCKM HaXOAMIMCh PSOM C Mara3sMHOM UM BPSIA, JIV UILYT aanepHaTMBy.9

! https://usercentrics.com/knowledge-hub/data-is-the-new-gold-how-and-why-it-is-collected-and-
sold/

2 https://knowledge.wharton.upenn.edu/article/data-shared-sold-whats-done/

% https://www.eff.org/deeplinks/2020/11/visa-wants-buy-plaid-and-it-transaction-data-millions-
people

4 https://knowledge.wharton.upenn.edu/article/data-shared-sold-whats-done/

> https://supreme.findlaw.com/legal-commentary/websites-that-charge-different-customers-different-
prices.html

® https://policyreview.info/articles/analysis/does-everyone-have-price-understanding-peoples-
attitude-towards-online-and-offline

" https://fairbydesign.com/povertypremium
8 https://www.wsj.com/articles/SB10001424052702304458604577488822667325882

9 https://www.bizjournals.com/twincities/news/2019/02/01/report-targets-app-charges-higher-prices-
to.html
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5. McDonalds Haustia Kommnauuio Silverpush, 3aHMMAarOITYIOCS CJIESKKO, UTOOBI CBSI-
3aTh ayIMOIaHHbIe, IOTyYeHHbIe Oe3 COracus U3 ee MOOUIbHOTO MPWIOXKEHMS, CO
3ByKaMM, JOHOCSIIMMUCS ¢ Youtube mau TeneBuaeHMs, IJ1s ToKa3a “peieBaHTHOM
peknambl” Ha pasHbIX Iardopmax. o

[TpuMepam MOAJIbIX ITPOJAK HET KOHIIA — U 3TO TOJIBKO T€, 0 KOTOPbIX CTAJIO M3BECTHO
obecTrseHHOCTH !

10 https://www.digitaltrends.com/mobile/silverpush-app-tracking-spying-use-rises-new/
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...MamMa, mnmamna, poauTeb?

Ponutenbckuii kiyo Bounty omrpadosan Ha 400 000 ¢pyHTOB CTepAMHTOB 3a ITpoAa-
Ky IaHHBIX MOJIb30BaTeseli — KOMIIaHMSI He3aKOHHO IepenaBana 34,4 M/IH 3anucein 39
xomnanuaM'. TTonynspHoe npuiokeHue A5 obecredeHus 6esonacHocTu ceMby Life360
MMpoAaeT TOYHbIE JaHHbIE O MECTOIIOIOKEHUU eCSITKOB MUIJIMOHOB CBOUX MOJIb30BaTe-
neit?. IoBepuiu ObI BbI JIMYHbIE JAHHbBIE ¥ MECTOIOJIOKEHE CBOMX IeTeli He3HaKoM(1laM/
Kam)? Beib 0 HEKOTOPBIM JaHHBIM ne,uodmn(xm/m)z‘ M JTIOOU, TIOXUIIAKOIIME AeTel, MOTYT
JCIIONIb30BAaTh 3TU JNAHHbIE /151 HAX0XXOEeHMS KepTB.

Uhttps ://www.theguardian.com/technology/2019/apr/12/parenting-club-bounty-fined-selling-users-
data

% https://themarkup.org/privacy/2021/12/06/the-popular-family-safety-app-life360-is-selling-precise-
location-data-on-its-tens-of-millions-of-user

% https://www.the-sun.com/news/3740183/paedophile-snachat-maps-victims-tesco/
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...JIpeacraBuTeNb/HUIIA COITUATIBHOM
npodeccumn?

BbI paboTaeTe MOMUTUK/OM, OEeMyTaT/KOM, yIUTeE/eM, CBSIIEHHN/1Iei, KypaTop/oM,
IOKTOP/KOi1, TepaneBT/OM WU OP., U3-3a Yero Y BaC XPAaHUTCSI MHOKECTBO YSI3BMMBbIX
JIMYHBIX TaHHBIX IPYIUX JIIOAEI, 32 KOTOPbIe BbI B OTBeTEe? BaM CTOMUT 1T06eCIIOKOUTHCS 06

X COXPaHHOCTM — Beab 3TN JaHHbI€ BbITOJHO HpOﬂaIOTCﬂl.

! https://www.experian.com/blogs/ask-experian/heres-how-much-your-personal-information-is-
selling-for-on-the-dark-web/
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...B OTHOLIEHUAX?

B03MOKHO, BbI ObI XOTEJIV COXPAaHUTh MHTUMHBIE IeTa/I OTHOILIEHMIT Mexkay Bamu? B
CaMOJi 'POTECKHOM 13 HOBOCTENM Ha 3TOT CUET COTPYAHMK aBCTPAIMITICKOV MOrPaHUYHOM
CITy>KObI BepHY/ TeeOoH rpaskJaHuHy Moc/ie IPUHYAUTETHHOTO TOCMOTpa B a3poriop-
Ty co cjioBamu: “TIpUSITHO OBLJIO CHOBA ITOCMOTPETh HOPMaJIbHOE ITOPHO”, CChIIASICh Ha

o6HaxxeHHbIe GoTorpaduy ero geBymKku!.

! https://micky.com.au/aussie-ex-pat-will-never-return-after-digital-strip-search-reveals-sex-tapes/
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...IlyremecreeHHn(11a/K)?

[MomynsipHas ceTh oTeseli AirBNB paspeiiiaet ycraHaB/JIMBaTh KaMepbl BHYTPU CBOUX

noMeIeHmiil.

! https://ru.airbnb.com/help/article/3061
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...YUUTECh B IIIKOJIe?

BauTenbHO clefuTe 3a COOTIONeHMeM MPaBII: IIKOJIbI UCIIONb3YIOT TEXHUKM CJIeKe-
HMS1, YTOOBI JIOBUTD U KeCTOKO HAKa3bIBaTh BAC 3a UCIIONb30BaHMe Beiila (21eKTPOHHbIX
curaper)!.

! https://apnews.com/article/vaping-surveillance-technology-schools-982128348c683b9d54c7a307c5b1fdc6
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...Bogurens/HuULIa?

ABTOMOOWIM CTa/IM KOMITbIOTEPAMM Ha KOJIecax: OHM “00J1alaloT HeIPeB30iiIeHHO
CITOCOOHOCTBIO CMOTPETD, CJIYIIATh M COOMPATh MHGOPMAIIMIO O TOM, UYTO BHI JIeJIaeTe U
Kyza uaere”!. OTa uHdGopMaLMs 3aTeM IepeaeTcs MM MpofaeTcs 6pokepaM JaHHbIX,
MPaBOOXPAHUTENbHBIM OPTaHaM U APYTUMM JuiiaM. Vi3 25 n3yueHHbIX MapoK MaluH 56 %
repenaoT Ballly JaHHbIe TPAaBOOXPAHUTEbHBIM OpraHaM B OTBET Ha Heo(pUIMaTbHbIN
3ampoc, 84 % nmepenaroT Wi IMPOAAIOT Ballly TMIHbIE IaHHbIe2.

MHdopManmio Takke OXOTHO 3aKyIaloT CTPaxoBble KOMIIAaHMM®, a f17Is CJIeKKM 3a BaMU
eé MOTYT MCIIO/b30BaTh JaXke Bally MapTHep(bl/Ku)*.

1 https://foundation.mozilla.org/en/privacynotincluded/articles/its-official-cars-are-the-worst-
product-category-we-have-ever-reviewed-for-privacy/

% https://foundation.mozilla.org/en/privacynotincluded/articles/its-official-cars-are-the-worst-
product-category-we-have-ever-reviewed-for-privacy/

3 https://www.nytimes.com/2024/03/11/technology/carmakers-driver-tracking-insurance.html

4 https //www.nytimes.com/2023/12/31/technology/car-trackers-gps-abuse.html
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.../icriosb3yeTe TeXHOJIOTUU JJis yOOpPKMU?

PO6OTHI-TIBIIIECOCHI HE TOIBKO BCACHIBAIOT IbLIb, HO ¥ CKAaHMPYIOT Baiue e’ . Kak
6bI HI OBLJIO CJIOXKHO B 3TO MOBEPUTH, AMazon AeiiCTBUTETbHO VUCITONb3YeT 3TU JaHHbIE,
4TO6BI 3aCTAB/IATH BAC Yallle TOKYIAaTh TO, YTO BaM He HY>KHO?.

! https://www.welivesecurity.com/en/privacy/gathering-dust-and-data-how-robotic-vacuums-can-spy-
on-you/

2 https://www.reuters.com/markets/deals/amazons-irobot-deal-eu-antitrust-crosshairs-2023-07-06/
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..., Kurenb/Huiia CTpaHsbI C
JeMOKpaTUUYeCKOM CUCTeMOu?

He Tak maBHO mpousomén ciydaii, kak Facebook moiimMann Ha MaHUIYISILIVSIX
KPYITHEMIIMMM BbIOOpaMM: KOMITaHMSI MCIOAb30Bajia HalIM COlMaabHble TpaduKu,
YyTOOBI MCKA3UTh Hallle MIpefiCTaBlIeHe O peaTbHOM MUpe ¥ MaHUITYIMPOBATh HAIIUMU

romocamm!.

! https://en.wikipedia.org/wiki/Facebook%E2%80%93Cambridge Analytica_data_scandal
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...I'paxxgaH(MH/Ka) rocygapcrsa?

B ycioBusx rocygapcTa 6e306MHbIE Pa3rOBOPI MOTYT ITOABEPTHYTH BacC OMACHOCTH,
Jaxke ey BAM Hevero CKpbiBaTh. OfHa U3 CaMbIX IOKUPYIOIIMX UCTOPUIA — YIIOMSIHYThIN
BbIIIe ONbIT Moxameny Yibg, Canaxu!, onycaHHbI B ero MeMyapax ¥ IIOKa3aHHbIii B
dwmibme "Maspuranel;”. OH 6bUT ITOMeIIleH B jarepb ['yaHTaHamo 6e3 cyza U CIeICTBUS U
Mo/IBeprasicsi TaM MbITKaM B TeueHue 15 jieT 3a TesiepOHHBI 3BOHOK CBOEMY POACTBEHHUKY
B AdraHnucraHe — OH IOAO3PEBAJICS B IIPUYACTHOCTU K TepakTaMm 11 ceHTSIOps, XOTs
npenpigyiiye 10 get oH kua B lepmaHum.

OOBIYHBIX JIIOZIeI apeCcTOBBIBAIOT M TTOABEPTAIOT JABJIEHUIO 32 TO, UeM OHU JEeJISITCS B
ViHTepHeTe, Jaske yepe3 CBOM “aHOHMMHbIE” aKKayHTBHI, IasKe B IEMOKPAaTUIECKNX CTPaHax,
Iaxke ec/Iy HaMycaHHoe ObLIO JIeralbHbIM, aKe eC/IY Bbl )KeHIIMHa2.

«/latime MHe wecmb CMPOK, HANUCAHHBIX CAMbIM UECMHBIM UeJI08E€KOM, U 51 HALIOY 8 HUX
umo-Hubyob, 3a UMo ezo KasHam Ha suceauuye» — Kapouran de Puuenuey

! https://www.npr.org/2019/11/14/778944195/a-legacy-of-torture-is-preventing-trials-at-guant-namo

% https://www.dailymail.co.uk/news/article-11282263/Moment-police-swoop-house-devout-catholic-
mother-malicious-online-posts.html
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...dejloBeK?

3aueM Bbl HOCUTe ofiexkny? IToueMy Bbl ObI CKOpee MpeouwIn Helpo3payuHblii TyaaeT
MPO3pavHOMY, IV CHaJIbHIO 6e3 Kamep — HabogaemMori criabHe? [ToueMy BbI MOXKETe
He 3aX0TeThb MOJAEIUTHCS MOMUTUUECKUMMU B3IVISITaMU, CEKCYyaTbHOM OpueHTaleln uin
TeHJIEPHO MIEHTUYHOCTBIO C 6a0YIIKOI, yUUTEIeM MU MOTUIIECKUM, TaKe eC/IU BbI
CUMTaeTe, UTO B HUX HET HUUETo I10Xoro? [fouemMy Bbl MOXKeTe He 3aX0TeThb MOJeTUThCS
(dororanepeeit UM MapoOISIMU OT CBOUX COIIMAIBHBIX CETEN C TETEI, COLMATbHBIM paboT-
HMKOM WX 103epoM [IBaua, fake eCJiv Bbl He JleJIaiM HUYero He3aKOHHOTO HanpsiMylo?

Yro ecsu 1 MpeAjIosKy BaM OTIIPaBUTh MAPOJIVM OT BalllMX COLMA/IbHbIX CeTelt, 0aHKOB-
CKMX CUETOB, Balll MeIULIMHCKIE JaHHbIe, aapec 1 oTorpadmy Ha MOIO JIEKTPOHHYIO
MOYTy — 00eIlalo, UTO He BOCIIOJb3YIOCh MMM JJIsSI UeT0-TO IIJIOXOTO: S [TPOCTO XOUY
XPaHUTb UX Y ce0sT Ha SKeCTKOM JIMCKe [IJisi 6e30IaCcHOCTHM BalllMX JKe JaHHbIX? Bam geii-
CTBUTE/IbHO HEUEro CKPbIBATh?

YTo e/t S CKaxKy, UTO aBTOMATM3MPOBAHHAS CJIESKKA JOCTUIIA TAKMX MACIITab0B, UTO
MerakopIopaiyy MOTyT IIpeIonarath, 0 4ém Bbl dymaeme’ ? Bac 3To 6ecriokonT?

U KaK HaM, B KOHIIe KOHIIOB, COBEPIINTD PEBOJIOLIVIO, €CJIN JTI00ast aHTUTOCYIapPCTBEH-
Has ¥ aHTUKAMIUTAIMCTIYECKAsT aKIVsI TOAPOOHO 3aJJOKYMEHTMPOBAHa eIl 10 e€ Havata?

[TpMBaTHOCTb — 3TO MTPABO, KOTOPOE HE MOXKET OBITh OTHSITO, M 9TO HE IO/DKHO JTasKe
CTaBUTHCS TTOJ, cOMHeHMe. [IpyBaTHOCTD Bceraa Obljla YacThIO KM3HM UeI0BeKa, 0ObIYHO
eé yacThlo. To, KaK MbI XXMBEM ceifuac — 3TO KpaliHe HeeCTeCTBEHHOe OIS yejoBeKa
COCTOSIHME; OHO HMKOTI[IA He ObIO HOpMa/IbHBIM. BaM He 00513aTeIbHO TO/DKHO OBITh
YTO CKPBIBATh, YTOOBI 3aX0TETh HE AEIUTHCS BCEMM OAPOOHOCTSIMM JIUIHOM JKU3HU C
OKpYKarImyMu. (XOTs ydlire 6bI BaM ObIJIO UTO CKPbIBATh OT TOCYJapCTBa — MHAaUe, Kak
aHApPXUCT/Ka, Bbl He JlejlaeTe HUYero rnojae3Horo.)

! https://www.zdnet.com/article/google-even-knows-what-youre-thinking/
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3aKkJjIIoueHue



YeMm mosibIiie Mbl OTKa3bIBaeMCsI OT 60pbOBI 3a ITpaBa Ha IIPUBATHOCTD, TEM OOJIbIIIE
JleBnacdaH Habupaet cuity. Bel mymaete, Mup Opyasia u3 «1984» 6bUT ITOCTPOEH B OTHOYA-
cve? Her! JTrony skepTBOBa/IM IIpaBaMy Ha KOHPUAEHIMATbHOCTh, AHOHMMHOCTD, CBOOOY
mHbopMaLuy — MIar 3a marom. M mepBblii 1ar K aHTUYTOIMM — 3TO MaprUHaIU3aIus Jio-
Ileii, KOTOpbIe OECIIOKOSITCS O CBOEI aHOHMMHOCTY : CBEIEHME UX 10 «HOCUTEJIEN 1Iarovex
13 QONIbIM» U TeX KTO «IIpaBaa cunutaeT, YTo OHI 4uTaioT TBOU IMEMIIbI».

Taxk uTo Xe HaM fenaTh? He HagO AymMaTh, UTO “C STUM HUUYETO He Mojeaellb’, UIn
YTO MBI y3Ke TIpourpaan”. BMecTo 3Toro Ham HY>KHO:

1. PacrpocTpaHsiTh MHGOPMAIIMIO O TOM, ITOYEMY ITPUBATHOCTH BasKHA, U [IOYEMY O
Hell CTOUT 06eCIIOKOUTHCS;

2. Vcnonb3oBaTh MpUBaTHbIE, CBOOOAHBIE, JelleHTPaaM30BaHHbIe aHATOTHU TOITYJIsIP-
HbIM cepBucam (Harpumep, Session BMmecto Telegram, NOSTR BmecTo Twitter,
DuckDuckGo Bmecto Google);

3. IMogmepkuBaTh MPAaBO Ha MPUBATHOCTDb PAIY OCTAbHBIX (HAIIPUMeED, ITOKa TOJIbKO
eIMHUIIBI VICIIO/Ib3YIOT ITPYBATHbIE MECCEHKEPhI — rOCYIapCTBA 3HAIOT, YTO MCTIONb-
3YIOIIME UTO-TO CKPbIBAIOT. HO eyiv mostoBMHA Hace/leHMsI HAUHET MCITOIb30BaTh
UX, HeJIb3sI OyIeT BhIUJIEHUTb HUKOTO OCOOEHHOTO);

4. Yarmie cripalnBaTh, IoyemMy KOMITAaHUYM 3HAIOT O HAC TaK MHOTO, ¥ KaK 3TO BOOOIIe
JIeTa/IbHO;

5. YuacTtBoBaTh B nojauTuke. [TomuTuka — 9TO He "Hab/I0maTeIbHbIN CIIOPT”: eCyIn
JeMOKpaTusi He paboTaeT, Mbl OTBETCTBEHHBI 3a TO, YTOOBI 3aCTaBUTh €€ paboTaTh.
CaMas BepXyIlIKa TaKOro y4aCTus — 3TO MOAAepsKKa OpraHm3anyii, 60ploumxcs 3a
MpaBa Ha MMPUBATHOCTD

«Foeopumb, umo edm He edxHd npueamHocme, ubo 8am Heuezo CKpbleamb — 3MO KdK
2080puUmes, Umo 6am He 8axcHa ceo60da aiosda, ub0 sam Heuezo ckazams. Ho daxce ecnu 8bl He
noJjib3yemecob KaKkum-mo npasom e JdaHHblli KOHermelle MOMEHM, 6pyzue mozym H)/)KaambCﬂ
8 HEM. HZOGOlemb, umo eam He 8d)}HO npaeo, ubo KOHKpenmHo eam celiuac oHo He HY}(HO,
Mo camas acoyuaibHasd eeulb, KOmMopyr 8bl MOJIbKO Moxceme cdenamp» — 366(1[96 CHOyaeH
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